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osquery
u Open Source

u SQL

u Cross-Platform

u Performant

u Read Only





220+ Tables (osquery.io/schema)



SELECT uid,name,identifier FROM chrome_extensions;
+-----+---------------------------------------------+----------------+----------------------------------+
| uid | name | version | identifier |
+-----+---------------------------------------------+----------------+----------------------------------+
| 501 | Slides | 0.10 | aapocclcgogkmnckokdopfmhonfmgoek |
| 501 | Docs | 0.10 | aohghmighlieiainnegkcijnfilokake |
| 501 | Google Drive | 14.1 | apdfllckaahabafndbhieahigkjlhalf |
| 501 | YouTube | 4.2.8 | blpcfgokakmgnkcojhhkbfbldkacnbeo |
| 501 | Adblock Plus | 3.3.2 | cfhdojbkjhnklbpkdaibdccddilifddb |
| 501 | uBlock Origin | 1.17.0 | cjpalhdlnbpafiamejdnhcphjbkeiagm |
| 501 | Disable HTML5 Autoplay | 0.6.2 | efdhoaajjjgckpbkoglidkeendpkolai |
| 501 | Link Klipper - Extract all links | 2.4.1 | fahollcgofmpnehocdgofnhkkchiekoo |



SELECT uid,name,identifier FROM chrome_extensions
WHERE identifier = 'bigefpfhnfcobdlfbedofhhaibnlghod' 
AND version = '3.39.4'; 

AND version = '3.39.4';

+-----+------+---------+----------------------------------+
| uid | name | version | identifier |
+-----+------+---------+----------------------------------+
| 501 | MEGA | 3.39.4 | bigefpfhnfcobdlfbedofhhaibnlghod |
+-----+------+---------+----------------------------------+



SELECT users.username,chrome_extensions.name,chrome_extensions.version
FROM users CROSS JOIN chrome_extensions USING (uid)
WHERE identifier = 'bigefpfhnfcobdlfbedofhhaibnlghod' 
AND version = '3.39.4';

+----------+------+---------+
| username | name | version |
+----------+------+---------+
| dresden | MEGA | 3.39.4 |
| everett | MEGA | 3.39.4 |
+----------+------+---------+



Distributed Infrastructure

Fleet Manager
Kolide Fleet

Security Onion

Ad hoc & Scheduled Queries

Filebeat à Logstash



Integration w/SO - Demo



Other Possibilities

Wazuh Integration

BroZeek-Osquery (https://github.com/bro/bro-osquery)



Q&A

LearnOsquery.com
@DefensiveDepth
DefensiveDepth.com


